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SECURITY AWARENESS

An Inside Look at Cybersecurity

CURRENT THREATS, DEFENSE CAPABILITIES & KEY RECOMMENDATIONS
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CURRENT ENVIRONMENT

AN EVER-CHANGING AND GROWING REALITY

RAYMOND JAMES



CURRENT ENVIRONMENT | Cyberattacks In The News

T-Mobile, Verizon workers get texts| Hackers Breached Colonial Pipeline Using
offering $300 for SIM swaps ' Compromised Password

MGM Resorts confirms hackers stole customers'’
personal data durmg cyberattack

Researchers find dozens of fake E-ZPass toll
websites after FBl warning

Cl;n,;r Attlack Roku Says 576,000 Accounts
Compromised In Latest Security
Render Online

Breach

180k Impacted by Data Breach at Payment Services
Michigan Healthcare Organization  Unavailable
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Social Engineering

Social engineering refers to the various methods that cybercriminals use to exploit human behavior. It's
about taking advantage of our natural tendencies to deceive or coerce users into performing certain actions,
such as:

e ToR

Giving up account Handing over Running malicious Transferring funds
credentials sensitive data code

Emotions: Urging action, sparking excitement, or instilling fear of loss.
Trust: Impersonating trusted individuals or exploiting reputable brands.
Fatigue: Exploiting tired or distracted users for emotion-driven decisions.
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Telephone-Oriented Attack Delivery (TOAD)

Telephone-Oriented Attack Delivery is a tactic where fraudsters exploit phone communication to manipulate
individuals into divulging confidential information or performing actions that compromise security.

L(ON lia Gk

Emall Victim Dials Fraudster Fraudster Fraudster Fraudster
Received Provided Answers guides to Directs Gains
Number Call site/software Victim to Access
Malicious
Download

Tech Support Scams, Banking Scams, Refund Scams, Lottery or Prize Scams, IRS/Tax Scams
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ATTACK VECTORS

THE AMPLIFYING EFFECTS OF SOCIAL ENGINEERING
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ATTACK VECTORS | Social Engineering

(® Phishing Emails

Conveys a sense of urgency

Typos and alternate spelling

From a person of authority

Reply address does not match the sender address

@ Best Practices

* Remember that unsolicited emails are suspicious emails

™ Account Will Be Terminated 23 Feb 2023 - Mozilla Thunderbird - 0 > 4

v yAccou rminatec £ nur

E
File Edit View Go Message JTools Help

G Get Messages v # Write [ Chat f2) Address Book = © Tag v

From ﬁ ‘7 ” v o~ v
Subiect Account Will Be Terminated 23 Feb 2023 1:38 PM
T w

Account Will Be Terminated 23 reb 2023,

Dear

This message is being sent to you to inform you that your email is about to be closed
at 23 Feb 2023

If you wish to continue using this account please upgrade to our services. Ignoring this
message will cause the account to be closed.

Click Here to UPGRADE

Note: This upgrade is required immediately after receiving this message

Thank you
. 2023
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ATTACK VECTORS | Social Engineering

(®) Tech Support Scams

* Avoid anti-virus/threat detection

« Bypass Email Filters that base
threats off a malicious link

@ Elaine.Z. Lawrence <elainelawrence 9659@gmail. com
R

This message looks like spam. When you opened t'

Appreciated #12540

One attachment + Scannegd

Annual Plan Refund Invoice #THXB-4837403

N

Your GeekSquad Invoice Date: 02-01-2023

Dear Customer,
Your GEEX SQUAD subscription will be
disabled the suto-renowal service Call now |1 (177

pad of $417.00. i you wish to

Customer 1D 364633946
Ref No. DHY27G3610257PT
Description / Plan Geok Squad Totaltech™ (One Year Subscription)
Subtotal: $4v7.00
Sales Tax: $0.00
Total: $417.00

Vour-v.uhmtommuchuoﬂ!voumnam:opmouw Don't
hasitate to get in touch with our cqustom

You're receiving this mall as you've registered on the Best Buy App & subscribed to our

W D
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ATTACK VECTORS | Social Engineering

(®) Tech Support Scams

« Urgent or alarming messages, pressuring you to
act immediately.

* Requests for remote access to your device.

« Asking for payment via gift cards, wire transfers,
or other non-traditional means.

@ Best Practices

* Never provide personal, financial, or computer
information to unsolicited requests.

» Never allow remote access to your computer unless
you're certain of the individual's identity and legitimacy. !

10

I Security Warning
|

ERROR # MS-0x8024402(¢

Please call us immediately at

+1 (877) 573 9043 (Toll
Do not ignore this critical alert. o
If you close this page, your compy
prevent further damage to our nel
Your computer has alerted us thal 2 a5
Porographic Spyware and virus. FRCIORON f
being stolen:

1.Face book Logins

2.Credit Card Details

3.Email Account Logins
4.Photos and documents stored o

You must contact us immediately so that our expert engineers
can walk you through the removal process over the phone to
protect your identity. Please call us within the next 5 minutes to
prevent your computer from being disabled or from any
information loss.

Call Microsoft +1 (877) 573 9043

Toll

€3 Error Code: 0x8024402c , Windows couldn’t

- o *
Windows Detected Potential Threats
On Your Computer.
Windows Security Essentials was unable to
block the virus. Windows detected several

potential threats that will compromise your
privacy and harm your computer.

install the defintion updates.

More Information & Support Please Contact

+1(877) 573 9043
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ATTACK VECTORS | Social Engineering

@ Smishing *

+ Messages appear to be from common and widely used
source

+44 7443 016819

USPS - The package has arrived at

» May cite a need to rectify some kind of billing or urgency the warehouse and cannot be

@ Best Practices

information. Please confirm your
address at the link.

https://giancor.com

f .

* Don’ttap on links
(Please reply 1 to activate the link or
copy the link to your Safari browser
and open it)

* Go to source directly if you legitimately have business the company
I’efe ren Ced The USPS team wishes you a great

day!

* Block the texter

o »x\ écash  © "Ii"l' C;;j @Q
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ATTACK VECTORS | Social Engineering

() Vishing & Spam Calls

« Scam callers will spoof legitimate numbers or buy phone
blocks to bypass Spam Filters

2 Number 1

@ Best Practices Complaint received by the
Federal Communications
* Never provide personal, financial, or computer information Commission (FCC)

to unsolicited requests
* Never allow remote access to your computer unless you’re certain
of the individual’s identity and legitimacy. @ 50 B - I I -
* Do not engage with scam calls, just hang up. I I O n
« Don’t assume that because someone has your number, they mean well.

_ Estimated scam calls in 2021
* Report scam calls to the FCC Consumer Complaint Center
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CURRENT ENVIRONMENT | Ransomware

@ Ransomware

Ransomware is a type of malicious software that blocks access to a computer system until a sum of
money is paid. It has evolved into a big business in the cybercrime world.

@ C(S(b
$)®
e ¢

Lithid
l'.'l
L~

[l L1 1) s

LG

LU

Encryption for Ransom: Some Data Theft and Exposure: In other Ransomware as a

ransomware attacks involve cases, attackers steal the data and Service (RaaS): A business model
encrypting the victim’s data and then threaten to expose it unless a where developers sell their malware
selling them the key to decrypt it. ransom is paid. to hackers, who use it to carry out

their own attacks.
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INFORMATION SECURITY STRATEGY

A COMPREHENSIVE APPROACH
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RJF INFORMATION SECURITY | Strategy

A Multi-Faceted Approach to Cybersecurity

PROTECT O/O DETECT DEVELOP
& fiés) O

\\\\\

» Best protective « Assume protective  Build relationships

measures available measures may fail based on trust and

_ _ _ _ teamwork

+ Creative solution * Real-time detection of

design and engineering anomalous activity * Invest in technical

_ o training, cross-training

 Life cycle management » Situational awareness: and leadership

of solutions environment, threats development

and RJ businesses.
» Hire great talent that
fits our high-performing
team culture

15

PARTNER

o>

« With third parties (e.g.,
vendors, government,
universities)

* With RJF businesses
and RJF partners

« WIithRJIT
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CORE CAPABILITIES

TESTED, REDUNDANT & LAYERED
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CORE CAPABILITIES | State-of-the-Art Defenses

Email protection on a major scale

] e
©) - &

181.6M 114.2Mm 28.5M 14, 568 55892 38.8M

EMAILS RECEIVED EMAILS BLOCKED EMAILS BLOCKED THREATS BLOCKED THREATS BLOCKED EMAILS DELIVERED
INBOUND STATIC ANALYSIS DYNAMIC ANALYSIS INBOX
Reputation Based * Intelligence Feeds + Attachment * Predictive URL
Detonation

* Signature-based
IMPOSTER * Phishing, AV,
THREATS Spam
BLOCKED

KNOWN THREATS > 4 TARGETED THREATS >

RAYMOND JAMES
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CORE CAPABILITIES | Defense in Depth

Layered protections and security controls across the enterprise

g FINANCIAL | glormation
- SERVICES | anaiysis cente

¢ TANILUM

M CcyunnNCE

AACKER  NATION-STA7.

INNER PERIMETER

ENDPOINT

~ INCIDENT
RESPONSE

"/ \
RSA  splunk>

ANOMALYT

©

MALTEGO
proofpoint.

Infoblox

CONTROL VOUR NETWOR T ® g
g

B Microsoft
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Key Capabillity: Cyber Threat Center (CTC)

ATTACK ORIGINS © e ‘- ATTACK TARGETS ©
# Country & # Country

= 999 == United States
298 == United States > -~ 54 ¥ Hong Kong
97 = Netherlands g 4 33 ™ Portugal
57 @ Canada 29 ™ Bulgaria . . .
' a7 - Real-time, 24/7/365 monit
e : = o eal-ume, onitorin
48 = Hong Kong 26 = Germany
45 T France “ < & 23 % United Kingdom
40 # Sweden s R 7 i /1 2T France
32 = [ndia ) B Z = . 18 & Singapore

[ ]

Staffed by certified information security analysts

750 billion log events each year

Y ATIACKTYPES ©

Timestamp # @ Senice
i 15 @ ssh

50,000 per second during peak business hours

93 ms-term-services
84 @ isakmp
“| 70 @ micosoft-ds
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CORE CAPABILITIES | Cyber Threat Center (CTC)

State of the art monitoring and detection capabilities




KEY RECOMMENDATIONS

TAKE THESE STEPS TO PROTECT YOUR INFORMATION

RAYMOND JAMES



KEY RECOMMENDATIONS | Enhanced Authentication for Client Access

@ The most effective means to prevent fraud & identity theft from stolen credentials

* Mandatory security Security Verification | Enhanced Authentication
feature moving forward Select Delivery Method

l Select the phone number and method to receive the authentication code and click Next. You will enter the code on the next screen.

* Provides two-factor

authentication Phone Number
SODX-30X-3681 = What you should know.
) ) If you want to receive a phone call to get the authentication code, the
(® Text - Mobile only phone number cannot include an extension.
) phone . . .
If the phone number you select is no longer valid, you won't be able to
Note: We don't charge for text messages sent to your receive the verification code to complete the process (The phone
mobile device; however, standard message and data numbers shown for you reflect our current records).
rates may apply. If you select voice and your number
requires an extension, we won't be able to reach you. Please contact your Advisor or Investor Access Support at 877-R1-
. ACCESS (877-752-2237) if you need assistance.
(] Remember me on this computer
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KEY RECOMMENDATIONS | Vault

(>) A secure online tool to exchange, organize and store important files

» Clients have access directly from the
Client Access homepage

RAYMOND JAMES In

Vault | William Kilduff

Shared P

 Fully encrypted and equipped with X Em
enhanced security features, including - A
malware detection and data leakage :
monitoring
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KEY RECOMMENDATIONS | Personal Protective Measures

@ Establish your personal security perimeter

Prioritize encrypted
communications, especially
with SSL/TLS, for secure
data exchange.

Consistently update Treat every unexpected
software to quickly address email with caution,

and patch known >< avoiding unknown links.
vulnerabilities.

Store devices securely Only install trusted apps, Regularly check and update
when unattended and granting minimal required firewall settings on your
regularly back up files to permissions. devices.

cloud or external drives.

Set your antivirus for Avoid downloading from

automatic updates and |mi%\ untrusted sources and

scans. practice safe web browsing
habits.

Use strong, unique
passwords and employ
a password manager for
optimal security.
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KEY RECOMMENDATIONS | Password Strength

I 16 cHARACTERS

1Trillion vears

10 cHARACTERS 5 YEARS 10 cHARACTERS 2 WEEKS

11 cHARACTERS 400 veARS 11 cHARACTERS 3 YEARS

12 CHARACTERS 34K YEARS 12 cHARACTERS 226 YEARS

13 CHARACTERS 2M YEARS 13 cHARACTERS 15K vears

14 cHARACTERS 200m vears 14 cHARACTERS 1m vears %?\g'l)'(ER
15 cHARACTERS 15bn vears 15 cHARACTERS 77m YEARS IN'2023

17 cHARACTERS

93tn vears

16 cHARACTERS

5 Billion vears

18 cHARACTERS

7qd vears

17 cHARACTERS

380bn vears

18 cHARACTERS

26tNn YEARS

4-5: Instantly 6: Seconds 7: Minutes, 8: Hours 9: Weeks 4-6: Instantly 7: Seconds 8: Minutes, 9: Hours

Characters: Numbers, Symbols, Upper and Lowercase Letters
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YOUR SECURITY IS OUR PRIORITY

At Raymond James, we believe that putting clients’ needs first — including their need for security — is the best way to
ensure their success and, in turn, the success of the firm. Our guiding principles have led us to over 144 quarters of

continuous profitability. The integrity, strength and stability at the foundation of the firm offer the most important protection
for your accounts. And we back our efforts with a pledge you can believe in.

We want you to have the highest level of confidence in doing
business with us. That’s why we offer you this assurance:

We will reimburse you for actual losses in any of your Raymond James

accounts due to unauthorized access to a Raymond James system that
occurs through no fault of your own.
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THANK YOU

Questions & Answer

INTERNATIONAL HEADQUARTERS: THE RAYMOND JAMES FINANCIAL CENTER
880 CARILLON PARKWAY /I ST.PETERSBURG, FL 33716 // 800.248.8863
RAYMONDJAMES.COM

© 2023 Raymond James & Associates, Inc., member New York Stock Exchange/SIPC.
Raymond James® is a registered trademark of Raymond James Financial, Inc.
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