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Fall has arrived and despite the warmer 
temperatures that have persisted, we know 
eventually cooler weather will arrive eventually.  
Just like we prepare our homes for the winter 
weather in the fall by painting, caulking and 
otherwise protecting our homes, one of our biggest 
assets, it is also important that we protect our other 
assets and personal data.   
 
With the recent breach of Equifax’s data systems, this 
topic is timely and relevant for us to make the theme 
of this newsletter.  We will discuss tips to protect 
your identity from being stolen or otherwise 
compromised. To put the identity theft epidemic in 
perspective, 13.1 million people were identity fraud 
victims in 2013. 
 
Here are some helpful tips to remember: 
 
Mail: 

• Collect your mail promptly 
• Have your mail held at the post office when 

you’re on vacation or otherwise out of town 
for extended periods of time.  

• Shred all financial information, bank 
statements/correspondence, credit card 
statements, etc. if no longer needed. 
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Internet: 

• Use only secure web pages for online 
purchasing.  Look for the padlock symbol in 
the address line of your web browser page.  

• Make sure to use up to date anti-virus 
software and firewalls. 

• Be wary of public, unsecured WiFi 
connections, as your information is not 
secured. 

• Do not email your credit card numbers or 
social security number, unless it is 
encrypted or otherwise protected, so that it 
cannot be intercepted by a hacker.  When 
we send you information containing your 
personal information, it is either encrypted 
or password protected. 

Credit Cards: 
• Only carry the credit cards you’re currently 

using. 
• Review credit card statements to verify that 

all purchases and payments are accurately 
reflected. Contact your credit card company 
immediately if you see anything that is 
incorrect. 

• Do not write your PIN on your debit card or 
carry it with you. 

• Keep a list of credit card numbers and 
phone numbers for the card issuers, in case 
they are stolen, you can easily contact them.  
This is best kept using a password keeper 
service, so it is stored securely.  

 
Other items: 

• You can review your credit report free once 
per year by visiting: annualcreditreport.com  



If you see any information that is reported 
incorrectly, contact the credit reporting agency 
immediately.  
 

• Consider enrolling in a credit monitoring 
service such as Lifelock. 

• You may also consider allowing a trusted 
family member or friend to have access to 
your personal passwords and credit card 
information, in case of an emergency. 

• You may notify us immediately, any time 
that you believe that your identity has been 
compromised, as well as your bank, credit 
card companies.  We have ways to help 
monitor your accounts and help you prevent 
any losses/further losses.   

• If you receive an unsolicited email from a 
financial institution or other company, 
requesting personal information or 
requesting that you click on a link, consider 
independently going to their website and 
using the contact number listed on their 
website to check the legitimacy of the 
correspondence.  Phishing scams will often 
send emails out that look very official, but 
are not truly from the company they’re 
portraying.  You can sometimes see that the 
email address that it is coming from is not an 
email from that company.  For instance, if 
your inbox says the email is from Raymond 
James, but the actual email address shows as 
Mike5@yourmail.com , this is likely a scam 
or phishing attempt.  Do not respond or click 
on any links. Also, consider contacting the 
company that the scammer is pretending to 
be with, so that they’re aware and can have 
their cyber security team look further into it. 
Finally delete the email from both your inbox 
and your deleted items.  

Further in the newsletter, we will talk more 
specifically about cyber security and how 
Raymond James protects our clients. We hope that 
this might help you prevent losses stemming from 
fraud or identity theft. Please contact us if you 
would like to discuss this information further. 
 

 
Raymond James & Associates, Inc., Member New 

York Stock Exchange/SIPC 

On the Kichline Home Front… 

          
 
It was a busy summer and looks like a busy fall as well 
for the Kichline household. In the past three months, I 
travelled to Kentucky with the youth group.  My group 
was assigned to tear up a floor in a trailer and install a 
new one.  Our group of about 25 youth and adults from 
Webster United Methodist and Maplewood United 
Methodist churches teamed up for the 5th year on this 
journey to serve others with mission trips to Gatlinburg, 
TN, Madison, WI, West Virginia, South Dakota and 
Henderson Settlement in Kentucky.  It is amazing to see 
how quickly the youth get to the task at hand and learn 
their newfound skills of building a porch, putting on 
siding, painting, putting in new flooring or windows.  It 
is equally rewarding to see their faith take major leaps as 
they learn to serve others and give unconditionally. 
 

       
 
Later in July, Sharon joined me in Washington, DC as I 
attended a summer business conference. While I attended 
meetings, Sharon and a friend ventured out to explore.  
Our nation’s capital offers many sights to take in and I 
was able to spend about 2 days sharing in experiences as 
well.  Back, after high school graduation, I enjoyed 
Washington, DC as my summer job at American 
University allowed me to be there for the bi-centennial 
celebration. 
 
In August, I headed out to Colorado to visit with some 
clients and enjoy some time off playing golf, riding about 

mailto:Mike5@yourmail.com


100 miles on my bike and hiking some trails.  The scenery 
is spectacular and I was introduced to the Black Canyon in 
western Colorado.  Interesting fact:  This canyon is so 
deep, the Empire State Building could be placed in it and 
would only come up to half the height of the canyon.  
 
Our older son, Glenn has been very industrious this 
summer at the City of Rock Hill.  He built storage units 
and other creations to allow the workers to move items 
weighing over 300 pounds without injury.  I admire his 
capacity to endure the summer heat and manage to pour 
concrete as they install another street.  I think he is 
looking forward to cooler weather this fall.  
 
Sam continues to learn more each day at Raymond James, 
becoming more knowledgeable about our industry.  He 
continues to take classes and helps organize review reports 
and is starting to participate in client reviews as well.  Sam 
is also keeping himself busy by taking classes at the local 
college as well. In addition to being a father of a 13-year-
old step-daughter.  He fills in for me when I am out of the 
office, as well.  It is a pleasure to have him on board and 
eager to learn the business so quickly. 
 
Sharon has just finished her 6th year at Webster United 
Methodist.  She finds being the pastor of a church both 
rewarding and demanding at the same time.  She finds 
pleasure in serving others and acting as a source of 
comfort and compassion to those in need. 
 

 
 
When we can, we head to the lake and cabin where we get 
to recharge our batteries and take our dogs for walks along 
three smaller lakes, where they get to romp and play.  
Unfortunately, we recently lost our 14-year-old, Libby, 
our Border Collie.  It sure creates a deep loss in our hearts, 
when we lose such a close companion and member of the 
family. 
 
We are talking about getting a new puppy in October, 
after we return from a trip to the Smokey Mountains.  My 
campaign for a puppy has been going on for about a year 
now, with Sharon.  I am hoping, along with help from her 
church members, she will say yes to a puppy! 
We hope this newsletter finds you all in a good place in 
your life and you are blessed with health, family and 
happiness. 

Join us for 
A 

Halloween 
Spooktacular! 

 

Saturday, 
October 28th 

12-3pm 
 

9900 Clayton 
Rd. St. Louis, MO 

63124 
 

Costumes are 
optional, but 
encouraged! 

Fun for kids 
and adults 

Eat, Drink and 
be scary! 

 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 



On the Coulter Home Front… 
 

  
 
Andrew, (12yrs old) just celebrated his birthday.  He has a 
lot going on these days with adapting to his new school.  
So far he has had a great start and is enjoying his new 
classes, schedule, classmates, etc.  He takes his studies 
seriously and is good to finish his homework before he 
even gets home.  Andrew celebrated his birthday recently 
with a few friends at the Escape Room.  The wizard 
themed room proved too tough to escape, but the kids 
were extremely close and had a great time working as a 
team.  One of Andrew’s early birthday presents was a 
bearded dragon which he has wanted for a long time.  He 
is learning to care for this high maintenance baby animal.  
I’m told he’ll need a much bigger home for his reptile 
within the next 6 months of its rapid growth. 
 
Louis, (8 yrs old) has been busy with his sports schedule.  
He just wrapped up try outs for his ice hockey team and 
placed within the top 20 of 110 kids that tried out.  His 
team will be playing with the top level for his age group 
which will help him increase his skill level throughout the 
season. I also signed up to coach him again this season 
which I’m looking forward to.  In addition to hockey, 
Louis is enjoying his soccer season this fall.  He uses his 
speed to break past the defense and has become one of the 
leading scorers on his team.  Louis is challenged by his 
academics and has early school tutoring each morning 
except Mondays.  This has helped him stay on top of his 
homework and allows him to keep up on tests and quizzes.   
 

 
Molly in her soccer uniform 

Molly, (6 yrs old) is enjoying the start of first grade.  She 
is also playing soccer and recently scored the only goal in 
her game.  She is a perfect mix of her two brothers and 
loves sports and school alike.  We recently signed her up 
to practice with the Laduettes high school football 
cheerleading team.  They put on a clinic for girls her age 
and they get to be on the field and cheer on the Ladue 
high school football team at homecoming.  I can’t wait to 
see her in the limelight.  Molly also has starred in several 
commercials featured on the Home Shopping Network.  
She has had over six product production shoots thus far 
and has really enjoyed this acting experience.   
 
Alison is back into her grove with her work schedule.  
She loves working with her partner teacher and 
especially with her class.  This year has been a bit of a 
relief in terms of her workload.  Since she has a smaller 
class size and help from her partner teacher she is able to 
leave school on time and rarely has to stay late unlike her 
previous year experiences.   
 

 
 
The Coulters are moving!  We bought a home in our 
neighborhood and will be moving about 6 houses up the 
street come October.  Alison has already started cleaning 
house and packing up for the move. 
 
Finally, it’s important to mention that Joel and I have 
amicably agreed to part ways.  I will be leaving our brand 
Frontier Wealth Advisors but staying with Raymond 
James in the same office.  I will also maintain Nicole as 
my full time assistant.  I wish Joel and his son Sam the 
best as they go forward.  Please call us if you have any 
questions or concerns.   
 

Sunday November 5th at 2am: 
Don’t forget to set your clock back 1 hour, as 
daylight savings comes to an end. 

 



Nicole’s News  

 
After my salt float experience, I saw this rare double rainbow! 

 
It’s turning slightly cooler outside as fall is upon us.  
Soon, the leaves will start changing and Halloween and 
then Thanksgiving will be upon us again.   
 
My husband, John has been undergoing cancer treatments 
for stage II Nasopharyngeal cancer since late July.  He 
completed 35 radiation treatments and two chemotherapy 
treatments.  He got really sick after the second treatment, 
so they have been postponing any further treatments.  He 
will meet with his doctor on October 24th to discuss 
moving forward.  He was able to start working again, from 
home, last Monday.  He is easing back into his routine, 
while he is regaining his strength and hopefully will get 
his feeding tube removed as well.   
 
Lexie has been working her tail off as a sophomore at 
Francis Howell Central High School.  Six of her seven 
classes are AP or honors, so she spends a good deal of her 
free time doing homework and studying.  She is proud of 
herself for keeping such excellent grades through the first 
quarter and we’re also very proud of her. She also is in a 
school club that meets after school.  It is a choir club.   
 
Carissa and the kids, as well as her boyfriend are in the 
process of moving into an apartment.  Owen, her son 
turned 5 years old in September and the twins, Autumn 
and Aubrey will be 4 in November.  They are all growing 
like weeds and are smart and fun kids.   
 
Lenhea has a new job working for Spectrum and is really 
loving the job, as well as the group that she works with.  
She is going to try and find an apartment closer to her job 
in Bridgeton, so she doesn’t have to drive from South 
County every day.  She also continues to take classes 
online to work towards her degree. 
 
Our dogs, Carly and Miley are enjoying to cooler weather 
by spending lots of time outside.  I recently took Miley to 
a DIY dog wash, where she got a nice bath, conditioning 
treatment, blow dry, brushing and some doggy perfume.  
It was fun for me to be able to do it, without worrying 

about getting my bathroom covered in dog hair and was 
much cheaper than the $90+ at the groomer.  
 
I was able to bring Miley to the office with me in late 
July, when we had a “take your dog to work day”.  She 
was so good that day and she soaked in all of the 
attention that she received that day.  She will never tire of 
being petted and getting loved on.   
 
Carly continues to be my tom-boy, she loves to play in 
the yard and she is so good at entertaining herself with 
her toys.  I could sit and watch her play and roll around 
in the yard for hours. She will turn 8 years old this 
month, but still plays like a puppy.  She has had hip 
trouble, the past year or so, but the warmer weather has 
done wonders for her joints, so she has been much more 
mobile than she was over the winter.  
 

 
Miley lying next to my desk on “Bring your dog to work day” 

 
As for me, I have stayed busy at work, working through 
our structural changes and other work, event planning for 
the Cardinals event we had in late July and the upcoming 
event at the end of October.   
 
I was recently treated by my dad and step-mom to a salt 
float. The water is set to 93 degrees, which is temperature 
receptor neutral and means that you really cannot tell 
where you stop and the water begins.  The water is filled 
with hundreds of pounds of Epsom Salt, which has a ton 
of properties that are good for your body, but also adds to 
your body’s buoyancy in the water.  After the first few 
minutes, when they play relaxing music, you can be in 
complete darkness, with no sound.  I just floated on my 
back.  The whole experience is meant to be relaxing and 
healing.  It was so nice to, for 90 minutes, just 
completely unwind and relax.  I also would like to do that 
again ASAP! 
 
We recently had an event with the girls here in the office, 
where we went to a place called Painting with a Twist, 
where you have an instructor lead you through painting a 
picture.  Everyone paints the same thing and you get to 
drink and eat while you’re painting.  It was such a good 



time!  I want to go back and do another one ASAP.  It was 
so neat to see how everyone’s painting varied slightly 
from each other.  
 

 
My painting from our session at Painting with a Twist 

 
 
I hope that you have a happy and healthy fall season. 
 
 

FINANCIAL PLANNING 
TIMELINE 

 
 
Keep your finances on track throughout the year with 
this helpful guide. It’s an easy way to keep track of 
deadlines you should know and actions you should 
take. As you consider the items on this list, be sure to 
work closely with your financial advisor. 
 

              OCTOBER 2017  
MARK YOUR CALENDARS 
Sunday, October 1 – Last day to establish a SIMPLE IRA plan or a 
Safe Harbor 401(k) to be effective for 2017. 

Sunday, October 15 – Open enrollment for Medicare Parts C and D 
begins. Make any changes to your coverage by December 7. 
Sunday, October 15 – Last day to re-characterize your 2016 Roth 
IRA conversions. 
Monday, October 16 – Final day to file your 2016 income tax return 
if you’ve been issued an extension. 
Tuesday, October 31 – Halloween. Get creative with your costume 
and consider making it yourself! 
 
PLANNING TO DOS 
Notify employees of next year’s retirement plan, e.g., SIMPLE 
IRA/401(k). 
Discuss year-end financial and tax planning with your financial 
advisor. Ask your advisor to coordinate with your tax advisor and 
attorney.  
Celebrate National Estate Planning Awareness Week by 
updating your estate plans to ensure that they protect you and your 
family during any unexpected events. 
Book your holiday travel early to get the best prices. 
Celebrate National Save for Retirement Week by reassessing 
your plan for retirement and exploring retirement-savings vehicles 
available to you with your financial advisor. 

NOVEMBER 2017          
MARK YOUR CALENDARS 
Sunday, November 5 – Set your clocks back an hour for the end of 
daylight saving time. 
Saturday, November 11 – Veterans Day 
Thursday, November 23 –Thanksgiving Day (markets closed) 
PLANNING TO DOS 
Begin to review your portfolio. Many mutual funds make taxable 
distributions toward the end of the year. You may want to consider 
balancing your realized capital gains with losses where appropriate.  
Consult your financial advisor before acting on investment tips. 
As the holiday season begins, you’re likely to pick up investment 
ideas around the party punchbowl. No matter the source, take the 
cautious path: Check out the facts before acting.  
Long-Term Care Month is here, and it’s time to discuss long-term 
care issues with your advisor to ensure your future needs will be 
covered. 
Don’t forget about year-end gift and charitable contributions 
deadlines. Be sure to allow enough time to complete donations, and 
keep tax limitations in mind if you plan to give tax-exempt gifts to 
relatives or friends this year. 
  

       DECEMBER 2017     
MARK YOUR CALENDARS 
Thursday, December 7 – Last day to enroll for or make changes to 
Medicare Parts C and D. 
Tuesday, December 12 –Hanukkah begins this evening 
Wednesday, December 20 – Hanukkah ends this evening 
Thursday, December 21 – Winter solstice marks the shortest day 
of the year. 
Monday, December 25 – Christmas Day 
Sunday, December 31 – New Year’s Eve. Celebrate a year of 
successful financial planning. 
PLANNING TO DOS 
If invested in mutual funds, don’t forget about important capital gains 
distributions dates that typically fall in mid-December.  
Planning to harvest tax losses? Review and implement year-end tax 
planning decisions for the upcoming tax season.  
If you’re giving gifts to children or grandchildren, don’t rule out 
money-minded toys and games that could help further their financial 
education. 
Set financial goals for 2018. Reassess retirement savings and work 
with your advisor to make adjustments, if needed. 
  



JANUARY 2018          
MARK YOUR CALENDARS 
Monday, January 1 – It’s New Year’s Day (markets closed). What 
are your financial resolutions for the year? Make a few and stick to 
them! It could go a long way toward attaining your financial goals. 
Monday, January 1 – Open enrollment for Medicare Parts A and B 
begins, as well as the start of the annual disenrollment period for 
Medicare Part C.  
Monday, January 15 – Fourth quarter estimated tax payments due, if 
required. 
Monday, January 15 – Martin Luther King Jr. Day, observed 
(markets closed) 
 
PLANNING TO DOS 
Pay your holiday bills as soon as they arrive. By not waiting, you 
avoid high credit card interest rates. 
Download your tax-form information at IRS.gov or by going to the 
post office or library and collecting the form. 
Double-check your employer retirement plan contributions and 
take advantage of any available employer match. 
Check your contribution to your flexible spending account to 
make sure it doesn’t exceed the annual limit of $2,550. 
 

Your security is our priority 

 
 
At  Raymond  James,  we believe  that  putting clients’ 
needs  first  – including their  need for security – is 
the best way to ensure their  success  and, in turn,  the 
success  of the firm.  The integrity, strength and 
stability at the foundation of our firm offer the most 
important protection for your accounts.  And we back 
our efforts with a pledge you can believe in. 
 
We want you to have the highest level of confidence in 
doing business with us. That’s why we offer you this 
assurance: 
 

We will reimburse you for actual losses in any of your Raymond 
James accounts due to unauthorized access to a Raymond James 

system that occurs through no fault of your own.
* 

 

How You Can Help: 
 
Maintaining your security is a partnership. With a few 
preventive measures, including promptly reviewing your 
statements for any unauthorized account activity, you can help 
secure your assets and personal information. 
 
KEEP YOUR EQUIPMENT UP TO DATE. Install 
the latest updates and patches for your computers and 
mobile devices and use security software including antivirus, 

firewalls and encryption. Before selling or disposing of 
computers and mobile devices, wipe them of data. 
 
USE PUBLIC WIRELESS NETWORKS WITH 
CAUTION. Avoid visiting sensitive websites when away from 
home. 
 
 

BE ALERT TO RISKS ONLINE. Never open 
attachments or click on links in suspicious emails or from 
senders you don’t recognize, and limit the personal 
information you share on social media websites. 
 

PRACTICE SENSIBLE DATA MANAGEMENT. 
Shred sensitive documents when disposing of them. 
 
Investors increasingly use their personal computers to access 
and manage their finances, making computer security more 
important than ever. Follow these simple tips from Andy 
Zolper, Chief IT Security Officer, to help secure your 
computer and protect your personal information. 
 
USE TWO-FACTOR AUTHENTICATION, ALSO 
CALLD “TWO-STEP VERIFICATION”, FOR YOUR 
PERSONAL EMAIL.  
 
Two-step verification requires both a correct 
username/password combination and an additional piece of 
information – such as a code sent to a user’s mobile phone – 
for account access. Adding this second layer of security to 
your email account is one of the most effective improvements 
you can make. See the links below about enabling two-step 
verification for common email services. 
 

• Enabling Two-Step Verification for Gmail 
• Enabling Two-Step Verification for Yahoo Mail 
• Enabling Two-Step Verification for Microsoft Free 

Outlook (Hotmail) 
 
Use two-step verification for your social media sites. 
 
The same authentication process available for your personal 
email can also be used to secure your social media accounts. 
See the links below about enabling two-step verification for 
common social networking sites.  
 

• Enabling Two-Step Verification for LinkedIn 
• Enabling Two-Step Verification for Twitter 
• Enabling Two-Step Verification for Facebook 

 
USE ENHANCED AUTHENTICATION FOR 
INVESTOR ACCESS AND ANY OTHER PERSONAL 
FINANCIAL SITES.  
 
Enable Enhanced Authentication for Investor Access with the 
following steps: 
 

1. Log in to Investor Access from a trusted device 
2. Select the Account Services tab 
3. Select the Password & Security sub-tab 
4. Select the Enable button under “Change Your 
Enhanced Authentication” 

 
CHECK YOUR COMPUTER SECURITY SYSTEM  
 

https://support.google.com/accounts/answer/185839?hl=en&visit_id=1-636123856855963293-3732288669&rd=1
https://help.yahoo.com/kb/SLN5013.html
https://support.microsoft.com/en-us/help/12408/microsoft-account-about-two-step-verification
https://support.microsoft.com/en-us/help/12408/microsoft-account-about-two-step-verification
https://www.linkedin.com/help/linkedin/answer/544/turning-two-step-verification-on-and-off?lang=en
https://support.twitter.com/articles/20170388
https://www.facebook.com/notes/facebook-engineering/introducing-login-approvals/10150172618258920/


Ensure that anti-virus software is installed and up to date, the 
operating system and browser are patched with auto-update 
enabled, and personal firewall protection is turned on. 
 
SELECT SECURE PASSWORDS. 
 
Choosing strong/complicated passwords is important (8-12 
characters; include a special character), but even more 
important is to never share passwords among sites. 
Username/password combinations that fall into the wrong 
hands will often be tried at multiple locations. 
 
USE A PASSWORD MANAGER APPLICATION TO 
KEEP TRACK OF (AND PROTECT) YOUR 
DIFFERENT PASSWORDS.  
 
Don’t keep a document on your computer listing passwords, 
bank accounts, Social Security numbers, or other personal 
information – this is the first thing hackers will search for. 
Instead, use a password manager and enable two-step 
verification for the application you choose. 
 
BACK UP YOUR PERSONAL DATA 
 
Whether you suffer a ransomware attack or simply spill coffee 
on your laptop, if you don’t have a backup of your personal 
data, you’re in big trouble. Use a Cloud-based service or a 
local device to back up your files. 
 
 Although the thought of protecting yourself against 
cybercrime can be daunting, these simple measures are a good 
first step in helping secure your financial assets and personal 
information.  
 

Taking practical s teps like these 
complements our comprehensive efforts to 
safeguard your information. 
 

We’re committed to your security and financial 
well-being. 

 

For more information on how Raymond James 
protects your accounts, contact your financial 
advisor or visit: 
RAYMONDJAMES.COM/PRIVACY_SECURITY 

 

Aside from the standard security measures 
you expect from a leading independent 

financial services company, such as systems 
monitoring 24 hours a day, we offer these 

additional safeguards: 
 

• A dedicated cyberthreat center staffed by certified 
information security analysts. 

 

• Penetration and vulnerability testing of our 
networks and servers. 

 

• Encryption, secure virtual private networks and the 
latest firewall and antivirus technology. 

 

• Email monitoring for regulatory and compliance 
purposes as well as protection against phishing 
attempts and malware.  

 

• Strict controls, limits and monitoring of access to 
our facilities and systems. 

 

• Privacy policy procedure and security awareness 
training for all associates and financial advisors. 

 

• Quarterly technology reviews conducted by 
independent auditors. 

 

• Redundant systems and off-site information storage 
providing protection in the event of emergency or 
natural disaster. 

 

• Coordination with industrywide organizations and 
law enforcement agencies devoted to sharing 
information about physical and cybersecurity. 

 
 * This reimbursement covers losses in your retail 
brokerage account arising out of unauthorized online access to a 
Raymond James system and does not cover losses arising out of 
the activities of a person to whom you have granted authority over or 
access to your account and the failure of such persons to safeguard 
your information. If you share your account information with anyone, 
we will consider that you authorized that person’s activities. We will 
determine the type and amount of any reimbursement, including 
whether to replace the assets in your account. We may not 
compensate you for losses for which you are reimbursed, or eligible 
for reimbursement, through other coverage, such as an insurance 
provider. This reimbursement requires you to promptly tell us of any 
unauthorized access to your account and to comply with our 
requests and procedures during the review of your reimbursement. 
We may ask you to cooperate with us in connection with any 
investigation, to take steps to protect against further losses, and to 
sign documents in connection with any reimbursement. We reserve 
the right to not reimburse your losses in your retail brokerage 
account if you have not complied with any of the foregoing. 
 

 

More Steps to Stay Cyber-Safe 

 
Americans lose tens of billions of dollars each year 
to financial fraud. In the digital frontier, many crimes 
– including identity theft, tax fraud and elder abuse 
– are committed by online outlaws, making 
cybersecurity all the more important. As cybercrime 
becomes more prevalent, learn how to defend 
yourself with simple, everyday practices that can 
help protect your identity, your accounts and your 
devices. 



Fighting Fraud 

Familiarize yourself with common scams to help 
protect your assets and your identity. Often, identity 
thieves pretend to be someone they’re not, whether 
they’re claiming to be from a legitimate organization, 
acting as though they are in love or purporting to be 
someone you trust. The effort is an attempt to induce 
you to reveal personal information, such as 
passwords or credit card numbers. Crimes such as 
these fall under the umbrella of phishing, a popular 
fraudulent activity. 

Never click on the unknown. If you receive an email 
from a reputable company, go directly to their 
website. If you receive an unexpected email from 
someone you know, call them before opening it. 
Additionally, never reveal your passwords and only 
use credit card numbers on sites you’re confident are 
secure. If you have any doubt, refrain from revealing 
personal information. 

Tax season is a notable time to take extra precaution 
as email compromise and mail theft tend to crop up 
each year and more than 237,750 tax fraud victims 
are reported to the IRS annually. Remember that the 
IRS will never request personal or financial 
information by email, phone, text message or social 
media, nor will they threaten you with lawsuits, 
imprisonment or other enforcement action if you 
have done nothing wrong. Elect to receive your tax 
forms online rather than in your mailbox, where they 
may be at risk of physical theft, and file as soon as 
possible to decrease the likelihood that someone will 
maliciously file on your behalf. 

Prudent Prevention 

By taking small steps toward a safer online 
presence, you and your loved ones will be less likely 
to experience a loss of personal information and 
privacy. There are a number of everyday practices 
everyone should follow. 

• Opt for biometric identification: On top of 
your standard password, consider adding a 
photo of your face, the sound of your voice or 
an image of your fingerprint to your protective 
arsenal. 

 

• Keep an eye on apps: Before you download 
an app, review the privacy policy and what 
data (such as location) the app can access. 

• Post prudently: Be mindful of what you’re 
posting to social media platforms, and avoid 
sharing personally identifiable information. 
Check privacy settings to ensure that you are 
not sharing your profile with people you don’t 
know. 

Post-Theft Protection 

 

The Federal Trade Commission reports that 11.7 
million people are victims of identity theft each year. 
Should your information be compromised, these are 
the actions you should take. 

• Contact the Federal Trade Commission: Call 
to report the issue or access the online 
complaint form. Visit the FTC’s identity theft 
website for more information. 

• Report the incident: File a police report, and 
retain a copy as proof. 

• Contact creditors’ fraud departments: Close 
affected accounts and speak with someone in 
the security or fraud department. Notify credit 
card companies and banks in writing. Follow 
up with a letter for affidavit as well as copies 



of any supporting documents. Order new debit 
and credit cards. 

• Alert credit bureaus: Report the breach to 
one of the three major credit bureaus and ask 
for credit monitoring, fraud alerts, credit 
freezes and copies of your credit reports. 

• Keep good records: Notify businesses and 
agencies by phone and in writing. Log dates, 
times and the names of people you spoke 
with, as well as what they tell you. Keep 
copies of any correspondence, and use 
certified mail, return receipt requested. 

 

• Reset your passwords: Consider using 
password manager software if needed. 
Experts blame weak or stolen usernames and 
passwords for 76% of data breaches. 

• Check for additional fraudulent activity: 
Watch your monthly statements, emails and 
regular mail, sign into Investor Access, and 
call your advisor to report suspicious activity. 

• Other steps: Contact the Social Security 
Administration, the Postal Inspection Service 
or your issuing driver’s license office if your 
Social Security card, mail or driver’s license 
has been stolen. 

Important Disclosures 
 
Certified Financial Planner Board of Standards Inc. owns the certification 
marks CFP®, CERTIFIED FINANCIAL PLANNERTM  and federally 
registered CFP (with flame logo), which it awards to individuals who 
successfully complete initial and ongoing certification requirements. 
 
Views expressed are the current opinion of the author, but not necessarily 
those of Raymond James & Associates. The author's opinions are subject to 
change without notice. Information contained in this report was received 
from sources believed to be reliable, but accuracy is not guaranteed. Past 
performance is not indicative of future results. Investing always involves risk 
and you may incur a profit or loss No investment strategy can guarantee 
success.  
 
 
 
 

Pumpkin Spice Latte Recipe 

 
PREP TIME 5 mins   COOK 5 mins 
 
Makes 2 delicious lattes 
 
YOU WILL NEED: 
 
2 cups milk (dairy or non-dairy) 
2 tablespoons pumpkin puree 
1 to 3 tablespoons sugar, depending on how sweet 
you like it 
1 tablespoon vanilla extract 
1/2 teaspoon pumpkin pie spice, plus more for 
serving 
1/2 cup strong hot coffee 
Whipped cream 
 
DIRECTIONS: 
 
Add milk, pumpkin puree, and sugar to a 
saucepan over medium heat. Heat until hot, but do 
not boil. Remove the saucepan from the heat and 
whisk in the vanilla, pumpkin pie spice, and the 
coffee. 
 
Divide the mixture between two mugs. Top with 
whipped cream and a sprinkle of pumpkin pie 
spice and a cinnamon stick if desired. 
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